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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are 
members of ISO or IEC participate in the development of International Standards through technical 
committees established by the respective organization to deal with particular fields of technical activity. 
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations, 
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described 
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types 
of document should be noted. This document was drafted in accordance with the editorial rules of the ISO/
IEC Directives, Part 2 (see www.iso.org/directives or www.iec.ch/members_experts/refdocs).

ISO and IEC draw attention to the possibility that the implementation of this document may involve the 
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of any 
claimed patent rights in respect thereof. As of the date of publication of this document, ISO and IEC had not 
received notice of (a) patent(s) which may be required to implement this document. However, implementers 
are cautioned that this may not represent the latest information, which may be obtained from the patent 
database available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall not be held 
responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions 
related to conformity assessment, as well as information about ISO's adherence to the World Trade 
Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/foreword.html. 
In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC  1, Information technology, 
Subcommittee SC 37, Biometrics.

This first edition of ISO/IEC 29196 cancels and replaces ISO/IEC TR 29196:2018, which has been technically 
revised.

The main changes are as follows:

—	 recommendations added throughout the document;

—	 Clause 3, some terms and references modified;

—	 information about enrolment updated to state of art;

—	 Annex A removed.

Any feedback or questions on this document should be directed to the user’s national standards 
body. A complete listing of these bodies can be found at www.iso.org/members.html and 
www.iec.ch/national-committees.
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Introduction

One of the most important contributions to a successful biometric recognition system is a consistent 
biometric enrolment service ("biometric capture process") that stores biometric data captured from 
individuals for biometric comparison purposes. Biometric data captured for subsequent verifications 
or identifications are compared with the biometric data collected at enrolment time. If the quality of the 
biometric samples captured for enrolment is not consistently maintained, the performance of the biometric 
recognition system is likely to be unreliable. For those who are enrolled in a verification system, a poor 
quality enrolment is an inconvenience if they are not recognized. 

NOTE	 Quality has a specific meaning when applied to biometric systems, see ISO/IEC 29794-1: a high quality 
capture is one that results in biometric data that provides good comparison scores when compared with other high 
quality images from the same biometric feature.

Principles based on stakeholder requirements can guide the development of system policy to ensure that 
the quality of biometrics samples captured for enrolment are fit for purpose. Where biometric capture 
processing is outsourced to a third party, a shared understanding of quality is an extremely important basis 
for ensuring the relying party and the enrolment authority are aligned on what constitutes a biometric 
sample of acceptable quality.

Although the recommendations in this document are directed primarily to the parties responsible for the 
biometric capture process itself and for management of the enrolment service (noting that these two entities 
can be one and the same), they are also of value to the designers and developers of enrolment systems.
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Technical Specification ISO/IEC TS 29196:2025(en)

Information technology — Guidance for biometric enrolment

1	 Scope

This document gives guidance relating to successful, secure and usable implementation of biometric 
enrolment processes, while indicating risk factors that organizations which use biometric technologies can 
address during procurement, design, deployment and operation. Much of this document is generic to many 
types of applications, e.g. from national scale commercial and government applications, to closed systems 
for in-house operations, and to consumer applications. However, the intended application and its purpose 
often have influence on the necessary enrolment data quality and are taken into account when specifying an 
enrolment system and process.

This document specifies the differences in operation relating to specific types of application, e.g. where self-
enrolment is more appropriate than attended enrolment. This document focuses on mandatory, attended 
enrolment at fixed locations. It ultimately consolidates information relating to better practices for the 
implementation of biometric enrolment capability in various business contexts including considerations of 
process, function (system), and technology, as well as legal/privacy and policy aspects.

This document provides guidance on collection and storage of biometric enrolment data and the impact on 
dependent processes of verification and identification. This document does not include material specific to 
forensic and law enforcement applications.

2	 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes 
requirements of this document. For dated references, only the edition cited applies. For undated references, 
the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

3	 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the following 
apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

—	 ISO Online browsing platform: available at https://​www​.iso​.org/​obp

—	 IEC Electropedia: available at https://​www​.electropedia​.org/​

3.1
biometric capture service
process of capturing biometric data and submitting it to a back-end solution for either processing or 
biometric enrolment, or both

Note 1 to entry: Enrolment may happen directly or as a subsequent process of the backend solution.

3.2
biometric subject
individual seeking to be, or is enrolled in, a biometric enrolment database

1

﻿
© ISO/IEC 2025 – All rights reserved

https://www.iso.org/obp/ui
https://www.electropedia.org/


ISO/IEC TS 29196:2025(en)

Bibliography

[1]	 ISO 9241-11, Ergonomics of human-system interaction — Part 11: Usability: Definitions and concepts

[2]	 ISO  9241-210, Ergonomics of human-system interaction — Part 210: Human-centred design for 
interactive systems

[3]	 ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

[4]	 ISO/IEC 19794 (all parts), Information technology — Biometric data interchange formats

[5]	 ISO/IEC 19795 (all parts), Information technology — Biometric performance testing and reporting

[6]	 ISO/IEC 24714, Biometrics — Cross-jurisdictional and societal aspects of biometrics — General guidance

[7]	 ISO/IEC/TR  24722, Information technology — Biometrics — Multimodal and other multibiometric 
fusion

[8]	 ISO/IEC 29794 (all parts), Information technology — Biometric sample quality

[9]	 TABASSI E. et al. Fingerprint Image Quality, NISTIR 7151 (August 2004) https://​ws680​.nist​.gov/​
publication/​get​_pdf​.cfm​?pub​_id​=​905710

[10]	 TABASSI E. GROTHER P. Quality Summarization. Recommendations on Biometric Quality 
Summarization across the Application Domain, NISTIR 7422 (May 2007), https://​ws680​.nist​.gov/​
publication/​get​_pdf​.cfm​?pub​_id​=​51149

[11]	 THEOFANOS M. et al Automated Face Acquisition NISTIR 7540 (September 2008), http://​zing​.ncsl​
.nist​.gov/​biousa/​docs/​face​_IR​-7540​.pdf

[12]	 NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY. Usability & Biometrics, Ensuring 
Successful Biometric Systems (June 2008), http://​zing​.ncsl​.nist​.gov/​biousa/​docs/​Usability​_and​
_Biometrics​_final2​.pdf

[13]	 GROTHER P. et al. Biometric Specifications for Personal Identity Verification, NIST Special Publication 
800-76-2, July 2013, https://​nvlpubs​.nist​.gov/​nistpubs/​SpecialPublications/​NIST​.SP​.800​-76​-2​.pdf

[14]	 ORANDI S. MICHAEL MCCABE R. Mobile ID Device Best Practice Recommendation Version 2.1, NIST 
Special Publication 500-280 (20), https://​nvlpubs​.nist​.gov/​nistpubs/​SpecialPublications/​NIST​.SP​
.500​-280v2​.1​.pdf

[15]	 RAHMUN F. et al. Biometric Enrolment for the European Visa Information System (VIS). German 
Experiences. https://​www​.icao​.int/​Meetings/​AMC/​MRTDsymposium2010/​Documentation/​Rahmun​
.pdf

[16]	 SCHUMACHER G. Recognition Performance in the Case of Juvenile Fingerprints. IBPC 2010 
conference, https://​www​.nist​.gov/​sites/​default/​files/​documents/​2016/​11/​30/​schumacher​_guenter​
_juvenile​_fingerprinting​.pdf

[17]	 DRAHANSKY M. et al. Fingerprint Recognition Influenced by Skin Diseases, International Journal of 
Bio-Science and Bio-Technology. 2010 December, 2 (4), http://​www​.sersc​.org/​journals/​IJBSBT/​vol2​
_no4/​2​.pdf

[18]	 NIST Special Publication 500 –289: "Compression Guidance for 1000 ppi Friction Ridge Imagery”, 
https://​nvlpubs​.nist​.gov/​nistpubs/​specialpublications/​NIST​.SP​.500​-289​.pdf

[19]	 NIST IREX V. https://​www​.nist​.gov/​itl/​iad/​image​-group/​irex​-v​-homepage

[20]	 IREX IRIS EXCHANGE Guide to Capturing Iris Images. June 12, 2014, https://​www​.nist​.gov/​sites/​
default/​files/​documents/​2017/​02/​23/​irex​_v​_poster​_20140612​.pdf

47

﻿
© ISO/IEC 2025 – All rights reserved

https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=905710
https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=905710
https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=51149
https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=51149
http://zing.ncsl.nist.gov/biousa/docs/face_IR-7540.pdf
http://zing.ncsl.nist.gov/biousa/docs/face_IR-7540.pdf
http://zing.ncsl.nist.gov/biousa/docs/Usability_and_Biometrics_final2.pdf
http://zing.ncsl.nist.gov/biousa/docs/Usability_and_Biometrics_final2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-76-2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.500-280v2.1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.500-280v2.1.pdf
https://www.icao.int/Meetings/AMC/MRTDsymposium2010/Documentation/Rahmun.pdf
https://www.icao.int/Meetings/AMC/MRTDsymposium2010/Documentation/Rahmun.pdf
https://www.nist.gov/sites/default/files/documents/2016/11/30/schumacher_guenter_juvenile_fingerprinting.pdf
https://www.nist.gov/sites/default/files/documents/2016/11/30/schumacher_guenter_juvenile_fingerprinting.pdf
http://www.sersc.org/journals/IJBSBT/vol2_no4/2.pdf
http://www.sersc.org/journals/IJBSBT/vol2_no4/2.pdf
https://nvlpubs.nist.gov/nistpubs/specialpublications/NIST.SP.500-289.pdf
https://www.nist.gov/itl/iad/image-group/irex-v-homepage
https://www.nist.gov/sites/default/files/documents/2017/02/23/irex_v_poster_20140612.pdf
https://www.nist.gov/sites/default/files/documents/2017/02/23/irex_v_poster_20140612.pdf


ISO/IEC TS 29196:2025(en)

[21]	 QUINN G.W. et al. IREX V Guidance for Iris Image Collection NIST Interagency Report 8013, July 2, 
2014, https://​ws680​.nist​.gov/​publication/​get​_pdf​.cfm​?pub​_id​=​915751

[22]	 IREX V – BEST PRACTICES FOR IRIS IMAGE CAPTURE TRAINING GUIDE SLIDES FOR ENROLLMENT 
STATION OPERATORS. June 12, 2014, https://​www​.nist​.gov/​sites/​default/​files/​documents/​2017/​02/​
23/​irex​_v​_slides​_20140612​.pptx

[23]	 ISO/IEC/TS 20027, Biometric interoperability profiles — Guidelines for slap tenprint capture

[24]	 BAUSINGER O. SEIDEL U. Next Generation German e-Passport Fingerprint Enrolment – Quality vs. 
Time. NIST Biometric Quality Workshop, October 31, 2007. https://​www​.nist​.gov/​sites/​default/​files/​
documents/​2016/​12/​07/​bausinger​_seidel​_v10​.pdf

[25]	 ISO/IEC 30107 (all parts), Information technology — Biometric presentation attack detection

[26]	 CEN/TS 17661, Personal identification – European enrolment guide for biometric ID documents

[27]	 BSI Technical Guideline TR-03121-3-2, Biometrics for public sector applications – Part 3: Application 
profiles, function modules and processes – Volume 2: Enrolment scenarios for identity documents

[28]	 BSI Technical Guideline TR-03121-3-4, Biometrics for public sector applications – Part 3: Application 
profiles, function modules and processes – Volume 4: Alien register enrolment

[29]	 ISO/IEC 38500, Information technology — Governance of IT for the organization

[30]	 DUNN J. D. et al. UNSW Face Test: A screening tool for super-recognizers, November 16, 2020, 
https://​www​.ncbi​.nlm​.nih​.gov/​pmc/​articles/​PMC7668578/​

[31]	 WHITE D. et al. Understanding professional expertise in unfamiliar face matching. In BINDEMANN 
M. (ed.), Forensic face matching: Research and practice, Oxford University Press

[32]	 ISO/IEC 39794 (all parts), Information technology — Extensible biometric data interchange formats

[33]	 Tabassi E., Olsen M., Bausinger O., Busch, C., Figlarz A., Fiumara G., Henniger O., Merkle J., Ruhland T., 
Schiel C., Schwaiger M. NFIQ 2 – NIST Fingerprint Image Quality, NISTIR 8382 (July 2021)

[34]	 ISO/IEC  19792, Information security, cybersecurity and privacy protection — General principles, 
requirements and guidance for security evaluation of biometric systems

[35]	 ISO/IEC 24761, Information technology — Security techniques — Authentication context for biometrics

[36]	 ISO/IEC 30107 (all parts), Information technology — Biometric presentation attack detection

[37]	 ISO/IEC/TR 22116, Information technology — A study of the differential impact of demographic factors 
in biometric recognition system performance

[38]	 Criminal Justice Information Services (CIJS). WSQ Gray-Scale Fingerprint Image Compression 
Specification Version 3.1 October 4, 2010; https://​fbibiospecs​.fbi​.gov/​file​-repository/​specifications/​
wsq​_gray​-scale​_specification​_version​_3​_1​_final​.pdf

48

﻿
© ISO/IEC 2025 – All rights reserved

https://ws680.nist.gov/publication/get_pdf.cfm?pub_id=915751
https://www.nist.gov/sites/default/files/documents/2017/02/23/irex_v_slides_20140612.pptx
https://www.nist.gov/sites/default/files/documents/2017/02/23/irex_v_slides_20140612.pptx
https://www.nist.gov/sites/default/files/documents/2016/12/07/bausinger_seidel_v10.pdf
https://www.nist.gov/sites/default/files/documents/2016/12/07/bausinger_seidel_v10.pdf
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7668578/
https://fbibiospecs.fbi.gov/file-repository/specifications/wsq_gray-scale_specification_version_3_1_final.pdf
https://fbibiospecs.fbi.gov/file-repository/specifications/wsq_gray-scale_specification_version_3_1_final.pdf



